
IT COULD ALSO...
Look like an email from a trusted source
that will ask you to download an infected
program that sits on your device and logs
your keystrokes (including passwords)

HOW TO STAY SAFE
DURING CYBER

ATTACKS

Official definition: cybercrime in which a
target or targets are contacted by email,
telephone or text message by someone
posing as a legitimate institution to lure
individuals into providing sensitive data such
as personally identifiable information,
banking and credit card details, and
passwords.

PHISHING

What it looks like
An email from your bank, Amazon, a
colleague, or IRS, to name a few, that may
ask you to click on a link that will take you
to a very official-looking website and ask
for your personal information, pay a fee
using a money order, or gift cards

ANOTHER METHOD OF ATTACK
Another method of attack is username and passwords that
have been breached from another database. For example,
let's say you use your email as your username and you
have a common password that you use for all of your
online accounts. If any of the organizations you have online
accounts with gets breached all of your online accounts
are now exposed. To avoid a single breach exposing all
your accounts, both personal and school-related, use a
different password for every account. 

AVOID IT BY...
To avoid these types of attacks, be extremely careful when
clicking links in your email, and even more careful if after clicking
that link you are asked for your username and password. If you
are unsure about the safety of a link, don’t click on it. Call your
colleague on the phone, or walk down the hall and speak to them
if they’ve sent you something you’re not sure about. If it is an
online seller, go to their website by searching Google, or by using
addresses you’ve saved or favorited rather than using the link in a
suspicious message. Call your bank or credit card company using
the phone number on your credit card, debit card, or a known
good statement rather than using a link or contact information in
the email.


